ACCOUNT LIFE-CYCLE MAINTENANCE

POLICY NUMBER: IT-ACCTLIFECYCLEMAINT
POLICY TYPE: ADMINISTRATIVE
RESPONSIBLE OFFICIAL TITLE: VICE PRESIDENT-ADMINISTRATION & FINANCECHIEFR

RESPONSIBLE OFFICE: INFO.RMAHON TECHNOLOGY (IT) / CHIEF INFORMATION OFFICER
(CIO)
EFFECTIVE DATE: REPLACED “EMAIL AND ACCOUNT TERMINATION” POLICY
MOST RECENT REVISION: 3/17/2021
NEXT REVIEW DATE: PREVIOUS REVIEW PLUS FOUR (4) YEARS — 3/27/2025
SUREREEDEE POLICY DATED: EM/O010

BOARD OF REGENTS REPORTING (CHECK ONE):

O PRESIDENTIAL RECOMMENDATION (CONSENT AGENDA/VOTING ITEM)

PRESIDENTIAL REPORT (INFORMATION ONLY)

. POLICY STATEMENT

The purpose of this Northern Kentucky University (NKU) Aaccount Llife-Ceycle Mmaintenance is-policy
is to explain the creation and termination of accounts for all new hires, transfers, retirees, terminated
employees, graduates, and students entering or leaving the Uuniversity.

II. ENTITIES AFFECTED

Current and former faculty, staff, students, and-retirees, and all individuals with digital NKU accounts
are affected by this policy.

1. PROCEDURES

A. ACCOUNT CREATION PROCEDURES

All new accounts must originate in SAP:

1. Faculty/Staff Accounts: The hHiring department generates a Personnel Action Request (PAR)
for Human Resources (HR). HR then creates a record in SAP. A new account is then created
within 48 business hours.

2. Student Accounts: Admissions creates a record in SAP. A new account is then created within
48 business hours.

B. ACCOUNT LIFE-CYCLE PROCEDURES

1. ALL ACCOUNTS

a. ———Account Ttermination: Each department is responsible for performing an annual
review/audit of employee/contractor accounts and corresponding access for validity.
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b. 2——Email Aabuse Ssanction: NKU IT reserves a right to revoke email or access to any
dlcutal asset |mmed|atelv when not used in accordance with Unlver5|tv poI|C|es or {Lmus—belwved

c. 3———Enforcement: Any faculty or staff within the uriversity- NKU network found to have
violated this policy may be subject to disciplinary action, up to and including potential legal
action. SPlease-see the Acceptable Use policy for additional details on IT usage and policy
enforcement.

2. FACULTY/STAFF ACCOUNTS

a. Employee Rresignation/Faculty Aassignment Ceessation
The supervisor must do the following:
) Notify HR of an employee’s departure.
ii) _Instruct the employee to manage account contents appropriately.
ii) Follow records retention guidelines as defined by NKU Rrecords Mmanagement for data
management.

Upon supervisor request, the former faculty or staff member’s email account may receive a
temporary 30-day automatic reply instructing senders where to direct their University business. This
request must be formally submitted through an Information Technology service request.

b. Conditions and Aassociated Aactions

i) When a faculty/staff member with a pre-existing educational relationship with NKU
separates and is not an active student, nor has a teaching assignment (e.g., alumni/former
students who are also faculty/staff):

e All user access and rights to computers, electronic technology, services, and
software used to conduct University business are revoked. The employee does not
retain rights to use University equipment, software, or electronic services.

o Network access is removed for University network resources. All access to University
business materials, file access, and email access is removed.

e Access to University owned and licensed software is removed, per the current terms
and conditions defined by the software vendors.

e Thereis a 40- day waiting perlod after separatlon has been processed by HR+-. this
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i) When a current NKU faculty/staff member separates and is an active student, and/or has a
teaching assignment at the time of separation (e.g., active students or faculty):

e User access and rights to computers, electronic technology, services, and software
used to conduct University business may be modified, limited, or removed based on
the revised employment or student status.

»—Network access may be modified, limited, or removed for University network
resources based on the revised employment or student status.

»—Access to University owned and licensed software may be modified, limited, or
removed based on the revised employment or student status and the current terms
and conditions defined by the software vendors.

o ltisimperantthat HR must informs IT so that the appropriate security measures can
be taken to remove the business role access (e.g., department drives, ERP, etc.) of
the {former) employee while retaining the access necessary for the student/faculty
role.

iii._When a current employee separates and is not an active student and/or does not hold an

active teaching assignment at the time of separation (e.g., faculty/staff who are NOT
alumni/former students):

e When faculty or staff employment ends—;:-voluntarily or involuntarily—-computer,
electronic technology, services, and software access is deleted immediately
following the separation.

o Network access is removed for University network resources. All access to University
business materials, file access, and email access is permanently deleted (including
email_contents) 20 days after separation has been processed by HR. This 20 days
allows for supervisor access to business documents.

o |tis the supervisor’s responsibility to dispose of account and email contents
appropriately, and follow records retention guidelines as defined by NKU records
management._Following NKU’s Information Security policy, confidential and private
data must be removed.

e Access to University owned and licensed software is removed.

iv. _When a faculty/staff member retires from NKU:

+—Retirees retain rights-to-useaccess to email services and their existing email content,
after a three (3)-day waiting period from the time Human Resources terminates their
status (the retiree will lose access to their email account during those three (3) days).
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%esﬂnguemarmetamed—All other us_g_er rrghts te%rteal—eempu{ers—eleerrome

Ieusmes&are revoked Whewever—when aIIowed by these#twarevendor or-service
providerlicensing, retirees may be granted specific-additional software usage rights
defined-withinsubject to the vendor’s current terms and conditions defined-by-the

seftware-vendor-or-service providerand at the discretion of the University. These
rights are subject to change at any time.

e Retiree accounts that are inactive (not logged into) for twelve (12) months will be
deleted and all data will be removed. Deleted data cannot be restored.

o Confidential data as defined by NKU’s Information Security policy must be removed
from email and stored locations prior to retirement from the University. It is the
responsibility of the supervisor to review the email account before the employee’s
retirement.

e Emeriti retirees_retain usage of email services and their existing email content, after a
three (3)-day waiting period. PU-upenreguestandpending software licensing
allowances, Emeriti retirees may request technology software usage rights as defined on
the NKU Retiree Informatron Webpaqe Mu—beprewded—wr%kkaeeesyée%heeerrem
: ware. Requests for access to
other software must be approved and funded through the Dean or Vice President of their

the retiree’s respective area.

e Retirees from executive administrative positions (President/Provost), uponreguest
and-pending software licensing allowances, will-alse-be-provided-withmay request
access to software as outlined on the NKU Retiree Information webpagethe-current
version-of Microseft Office softwareand-Zoom. Requests for access to other software
must have Uuniversity approval, {pending software licensing agreement
allowances).

3. STUDENT ACCOUNTS

When an admitted student ceases course enroliment at NKU (e.g., graduates, admitted but never
enrolled students, or students who have stopped taking classes):

a) When active enrollment ceases, a student is transitioned to “admissions” status; the student
may resume classes again at some point in the future, so the account is not deleted.

b) After twelve (12) months of inactivity, admission accounts will be deleted. Data removed
cannot be recreated.

c) Access to the myNKU portal is retained_while the account is active.

4. ALUMNI

a) Access to email and the myNKU portal is retained while the account is active.

b) Graduates’ email boxes retain their past emails.

c) After twelve (12) months of inactivity, alumni accounts will be deleted. Data removed cannot
be recreated.
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IV. EXCEPTIONS

RExeeptions-topelicy-requests are-for exceptions to this policy are unique in nature and will be
considered on a case-by-case basis. Justification, including a clearly defined end date, is necessary for
all exception requests, and will require approval by the area Vice President. Such exceptions may be
due to extenuating circumstances, such as but not limited to, schedules or limiting factors with employee
or supervisor availability and special or unique conditions with the email account and content. Active
exceptions will be monitored and managed for proper oversight and closure; and to ensure security and
compliance adherence.

V. REFERENCES AND RELATED MATERIALS

RELATED POLICIES

Acceptable Use policy

Information Security policy

Records Management policyRecerds-Managementpoliey:

NKU Retiree Information webpage

REVISION HISTORY

REVISION TYPE MONTH/YEAR APPROVED

Revisions, primarily in section IlI(B), to update for
limits placed by software vendors and add
limitations for inactive accounts; editing/formatting

Revision March 17, 2021
Minor revision & name change May 4, 2018
Name change retires previous policy Email and Account Termination
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